Why Most Cybersecurity
Budgets Go to Waste
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CYBERSECURITY'S
DIRTY SECRET

WHY MOST BUDGETS GO TO WASTE

BY ROSS YOUNG

Ever think about a
problem so much
that you decided to
write the book on it?




How Much Do Companies Spend on Cybersecurity?

Security Budget as Percentage of IT Spend and Revenue, by Industry, Size and Ownership Type

Security budget as percentage

of IT spend

2025-2026
Trend

2025-2026

{

Financial services & fintech | 0.87% 0.98% 0.98% “
Tech 26.8% 14.8% 19.2% T 1.39% 123% 1.39% T
Healthcare & healthtech 1.0% 10.9% 10.3% l 0.58% 0.56% 0.90% T
Manufacturing & materials 81% 8.0% 8.8% T 0.25% 0.17% 0.35% T
Retail & hospitality 8.2% 7.8% 9.1% T 0.21% 0.16% 0.19% T
Insurance 13.9% 8.7% 9.4% T 0.28% 0.66% 0.51% |
Professional & business services 14.0% 136% i 7.8% l 0.64% 0.78% 0.54% l
Education 86% 8.5% 7.1% ) 0.30% 0.37% 0.44% T
$100M and below 33.6% 19.1% 21.6% T 257% 1.81% 1.75% |
$10™ - $400M 24.3% 15.8% Mm% i) 144% 1.31% 119% l
$40M - $1B Nn.9% 127% | 108% T 0.68% 0.65% 0.73% T
$1.1B - $5B 8.8% 8.8% 8.2% l 0.38% 0.35% 0.40% T
$5.1B - $10B 8.4% 7.0% 87% T 0.38% 0.36% 0.36% o
$10.18 - $20B 7.7% 6.0% 7.3% T 0.19% 0.23% 0.25% >
>$20B 10.1% 6.8% 7.9% T 0.24% 0.20% 0.26% 1)
Publicly listed 10.3% 8.9% 9.5% T 0.62% 0.56% 0.66% T
Private: Founder-/family-owned 18.3% 12.6% 12.7% = 0.94% 0.85% 1.06% T
Private: VC-backed 9.5% 18.3% 22.4% T 0.50% 1.53% 1.65% T
Private: PE-backed 19.9% 14.4% 1.0% l 112% 0.93% 0.88% |
Nonprofit organization 10.5% 9.1% 6.8% ) 0.72% 0.37% 0.51% 1
fr‘;";;“n"t‘;’:\"q““"8°"°'“"‘°"‘ 9.8% 85% | 75% ! 0.43% 0.23% 0.37% i
Overall average 1.9% 10.6% 9.9% l 0.69% 0.69% 0.69% ©

Totals may not add up to 100%

b due to rounding.

Taken from
IANS 2026
Security
Budget
Benchmark
Report Link


https://www.iansresearch.com/portal/reports/2026-security-budget-benchmark-report

How Much Do Companies Spend on Cybersecurity?

On June 3, 2025, Gartner
released a report titled:

How to Secure Cybersecurity
Budaget During Economic
Uncertainties.

ﬁ

BENCHMARK: Average Cybersecurity Spending
Per Employee (Large Enterprises)

Spending Level Cost Per Employee
10th Percentile (Low) $334
Median (Average) $709
90th Percentile (High) $1,622



https://www.gartner.com/en/documents/6553302
https://www.gartner.com/en/documents/6553302
https://www.gartner.com/en/documents/6553302

IT security FTEs as a percent of total IT FTEs

By industry
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Source: Gartner
© 2026 Gartner, Inc. and/or its affiliates. All rights reserved. CTMKT_4333200
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My Core Cybersecurity Beliefs

1.

2.

Cybersecurity is the
Business of Revenue
Protection

Cybersecurity comes
In Two Flavors

RISK

REDUCTION

(e.g., preventing ransomware)

Be

MANDATORY
COMPLIANCE

(e.g., regulatory tasks) ,




Why does your company’s budget go to waste?

Ability to Implement vs Long-Term Costs

Maintenance Costs

Medium High

Low

A

9. The Disaster Zone

E

7. Heavy Lift, Light Return

4. Quick Win, Long Pain

Scale & Sustain

Grid

Initiative

MCP Security Solution

F G

8. Trap Door Projects

B C

5. Balance Beam

A

2. Sweet Spot Builders

Zero Trust Strategy

Agentic Al Risk Assessments

Unified Data Fabric

D

-

6. Shiny Trap

3. Effort Worth Taking

1. No-Brainer Zone

«

Low

Medium

High

Company’s Ability to Implement

Al Governance

Deepfake Detection

Q" (H (O[O0 (% |» |#

Automated SOC




Cybersecurity Tools Murder Board

Expose tool sprawl. Measure real protection. Cut wasted spend.

PROTECTION METRICS COST METRICS SUCCESS STORIES
Effective Protection Score (EPS) Total Cost of Ownership (TCO) Success Narrative: Record qualitative value
EPS = Coverage x Utilization TCO = Labor Costs + Hosting Costs + here,

Licensing Costs “Document real-world attacks stopped, specific

compliance audits passed, or measurable
Utilization: % of critical features in active use efficiency gains provided by this tool."

Coverage: % of assets actually protected

Q 7 tools

S h O u Id We SW i tC h too | S a n d Tool 4 Coverage Utilization EPS Labor Hosting

h t h Id d ’? (Annual) {Annual)

Access Management O 65% QO 100% $0 $0
65.00%

https://www.gartner.com/reviews/market/acce @2

Data Loss Prevention (DLP) O 21% O 73% $0 $0

https:/fwww.gartner.com/reviews/market/data @z

Email Security QO 56% O 33% $0 $0
18.48%

https://www.gartner.com/reviews/market/ema z

Endpoint Protection (EPP) O 87% @, 44% $0 $0
38.28%

https:/fwww.gartner.com/reviews/market/end @z

Network Firewalls O 16% O 93% $0 $0

https:/fwww.gartner.com/reviews/market/netv z



You'll Never Win Cybersecurity Budget If No
One Understands What You Do

What People Think Cybersecurity is vs What it Actually is

Everyone Else

Cybersecurity

Repost to educate others

CISO & Security Team

Risk Management
Third-Party Risk Management
Security Monitoring & Logging
Threat Detection & Response
Vulnerability Management
Business Continuity
Incident Response
Identity & Access Management
Governance, Risk & Compliance
Data Loss Prevention

dpoint Detection & Resp:
Network Security
Cloud Security
Application Security (
Secure Software Developme
Data Privacy
Security Awareness Training
Policy Management
Disaster Recovery
Encryption & Cryptography
Physical Security
Penetration Testing
Security Architecture & Design
Security Audits
Compliance Readiness
Insider Threat Detection
Privileged Access 8¢
Security Operations Center
Automation & Orchestration
Security Metrics & Reporting
Al/ML Security
Mobile Device & BYOD Security
Patch Management

@ Wil Klusovsky | wilklu.me



Total Cost of Ownership (TCO) Equation

THE TCO SOLUTION: A SIMPLE, POWERFUL FORMULA

e

= g B N
z ‘ N
G ?

LABOR LICENSING HOSTING TOTAL COST OF
COSTS COSTS COSTS OWNERSHIP (TCO)

This formula approximates the true annual cost of an application for better decision-making.



Labor Costs Opportunities for Savings

FIND YOUR BIGGEST SAVINGS OPPORTUNITY: LABOR COSTS
S W . S—
2 -(,)- Drives competitive aavantage and innovation.
@7

/ OPERATIONS & MAINTENANCE (0&M)
Labor o o The biggest opportunity for savings is often by reducing high O&M costs.
Resources @ High O&M Stifles Growth.

0 0 0 0 0

Cost Features Features

b
b

Y

Cost

WEBSITE XYZ OFFICE 365 JIRA



Cybersecurity Budget - Zero Based Review

Cybersecurity Service Catalog Labor Costs Licensing Costs Hosting Costs Total Cost of Ownership Regulatory Requirement Tools Utilized
Access Control Management $250,000 $125,000 $50,000 $425,000 ll IOkta, Azure AD
Account Management $150,000 $75,000 $30,000 $255,000 [ DORA “Microsoft Entra ID, Sailpoint
Application Software Security $200,000 $125,000 $50,000 $375,000 GitHub Advanced Security, Sny
Audit Log Management $125,000 $75,000 $25,000 $225,000 SR Splunk

Continuous Vulnerability Management $250,000 $150,000 $50,000 $450,000 HIPAA Qualys, Wiz

Data Protection $300,000 $150,000 $50,000 $500,000 NYDFS Microsoft Purview

Data Recovery $100,000 $75,000 $25,000 $200,000 Rubrik

Email and Web Browser Protections $125,000 $125,000 $25,000 $275,000 Island, Proofpoint
Incident Response Management $200,000 $75,000 $25,000 $300,000 ServiceNow IR
Inventory and Control of Enterprise Assets| $100,000 $50,000 $25,000 $175,000 Tanium

Inventory and Control of Software Assets | $100,000 $50,000 $25,000 $175,000 ThreaLocker

Malware Defenses $125,000 $125,000 $25,000 $275,000 Crowdstrike

Network Infrastructure Management $200,000 $100,000 $50,000 $350,000 Palo Alto Panorama
Network Monitoring and Defense $300,000 $150,000 $50,000 $500,000 NetWitness

Penetration Testing $150,000 $50,000 $0 $200,000 Bishop Fox

Secure Configuration of Enterprise Assets

and Software $100,000 $50,000 $0 $150,000 CIS Benchmarks
Security Awareness and Skills Training $75,000 $50,000 $0 $125,000 KnowBe4

Service Provider Management $75,000 $50,000 $0 $125,000 Security Scorecard
Totals $2,925,000 $1,650,000 $505,000 $4,955,000




How should we

YEAR 1 TOTAL TCO

$2,320,000
YEAR 1 LABOR
BREAKDOWN BREAKDOWN
Labor 64% New 37%
Costs Features
CE— —
Licensing33% Ops & 63%
Costs Maintenance

o

Hosting 3%

Costs
«

Service Category

budget in cybersecurity?

YEAR 2 TOTAL TCO

$2,415,000

YEAR 3 TOTAL TCO

$2,510,000

3-YEAR PLAN TOTAL

$7,245,000

3-YEAR CAGR

4.0%

YEAR 1 TCO BY SERVICE CATEGORY (SORTED)

Application Software Security

Continuous Vulnerability Management
Network Monitoring and Defense

Malware Defenses

Audit Log Management

Network Infrastructure Management
Access Control Management

Data Recovery

Incident Response Management

Data Protection

Secure Configuration of Enterprise Assets and Software
Email and Web Browser Protections
Penetration Testing

Inventory and Control of Enterprise Assets
Account Management

Inventory and Control of Software Assets
Service Provider Management

Security Awareness and Skills Training

Year 1 Detailed Costs

Labor (New
Features)

Labor (Ops &

A Licensing
Maintenance)

$0 $20,000

$175,000
_——-- e e 5170000
e $160,000
. 145,000
N S140,000
1 S 40,000

I, 815,000
I $60,000

$40,000 $60,000 $80,000  $100,000 $120,000 $140,000 $160,000

$180,000

3-Year Forecast (TCO)

Hosting Year 3TCO 3-YearPlan [UEHITEILTLY

° Access Control Management

° Account Management

° Application Software Security

50000 40000 50000
20000 60000 15000
90000 40000 60000

0 $140,000 145000 150000 $435,000
0 $95,000 100000 105000 $300,000
5000 $195,000 200000 210000 $605,000 | @RS



The Secret Weapon for Winning Security Budget

Improved Capabilities

Business Objectives

Outward

Customer and
market outreach

Profit
Generation

Service
Enablement

Inward

Cost
Reduction

Jjouag [eloueul

and

Risk Reduction

Cyber Expectations

Indirect Control

Customer Operational
Experience Resilience

Vulnerability Technology
Management Debt

Direct Control

UOI}08)01d SNUBASY



Cybersecurity Budget Options

Options Low-Cost Mid-Range Premium
Cost 5 million 5.5 million 6.25 million
Head Count 18 20 23
Essential Protections X X X
Bug Bounty X X
External Maturity Assessments X X
Al Security Evaluations X
Automated Ransomware Response X




The Business

Case for a
SOC 2 Type 2

Customers Annual Security = Cost per
Requiring Costs Customer
300 $30 K $100
Annual Revenue | Annual Security  Cost per
at Risk Costs Revenue
$30 M $30 K $.001




Questions

Secure smarter, not harder.
with Templates from CISO Tradecraft®

9 Box Prioritization Matrix
[y
=)

9 Box Template

The 9 Box template helps executives align
cybersecurity spend with business value by
mapping projects by Impact and Effort. It
highlights quick wins, strategic priorities, and
high-effort essentials, ensuring budgets drive
the greatest risk reduction and measurable

business impact.

Note, Templates are best viewed on a

Busy is the New Stupid

= - -

Inita Acess echmiques

Busy is the New Stupid

"Busy is the New Stupid" is an interactive
dashboard applying the MITRE ATT&CK
framework to productivity. It treats cognitive

drains like meeting overload as thre

across

hases like Initial Access and Impact,

offering tactical defense strategies to combat

busyness and restore strategic focus

Free }

]

@ =)
Foundationsl Advanced Expert

CMMC Reference Guide

CMMC made simple: the Reference Guide
lays out all three levels with a sharp, at-a-
glance illustration and clear explanations for
every control. Giving you instant clarity
without digging through pages of
documentation.

[ Free

https://www.cisotradecraft.com/

CYBERSECURITY'S

DIRTY SECRET

WHY MOST BUDGETS GO TO WASTE

BY ROSS YOUNG


https://www.cisotradecraft.com/

